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PUBLIC SECTOR:
BUSINESS AS USUAL?

Continuity may be top of the agenda for private businesses,
but where does it fit in public sector organizations?
Jo Russell finds out what keeps public bodies on track.
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Disasters, whether natural or manmade, make for
attention-grabbing headlines. Reports of terrorist attacks,
flu pandemics, floods, fire and pestilence have occupied the
front pages enough times for them to have entered the business
psyche and for many companies to have put in place emergency
contingency plans.

Add to this threats posed by globalization, fear of loss of
eputation, and negative brand associations, and it explains why
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many of their services. This leaves them with the harshest of
both worlds,” explains Thrussell.

CONSIDERING CONTINGENCIES

Business continuity was brought centre stage within the public
sector by the Civil Contingencies Act 2004, legislation set up in
response to the fuel crisis, flooding and foot and mouth scares in
the early millennium. Under its terms, local authorities and the

emergency services, among others, are obliged to put in place
emergency andl lbusilness continuity management arrangements,
e informati -operate with other local .

so obliged to provide

management to b

3

n place a consi

proach to L

blic se



Photography: Getty Images

“Scottish Borders Council has plans in place for

300 locations, including schools and libraries, and
has completed stage one of BS 25999 certification’

UK ple. It is now switching its
attention to central and local
government.

The standard has also .
been picked up and promoted ‘\_\
by the Pitt Report, the
formal, independent report
into the flooding of 2007.

The floods of summer 2007
were some of the worst since records
began. Thirteen people lost their lives and
55,000 homes and businesses were flooded. The
Pitt Report identified that utility companies and
local authorities were not delivering joined up
business continuity for critical services such as
electricity and water.

It emphasized that effective business
continuity plans are an invaluable step in
making sure services are maintained for as long
as possible or that, if they are lost, that they can
be recovered as quickly as possible.

It recommended that “Government
introduce a duty on national infrastructure
operators to undertake business continuity
planning to more closely reflect that on
category 1 responders [eg police, fire and
rescue, ambulance and local authorities],”
and that “BS 25999 be prescribed.”

Similar reliance on the standard has been
displayed by the Department of Health. In its
report, NHS Resilience and Business Continuity
Management Guidance, the department states
that, “Through the use of BCM methods (in
accordance with the British Standards
Institution (BSI) standard for BCM — BS 25999
parts 1&2), the NHS Resilience Project is
tasked with improving resilience throughout the
NHS ensuring continuous operational delivery
of healthcare services when faced with a range
of disruptive challenges.”

It goes on to state that, “following a BCM
approach alongside the new BS 25999 — parts
18&2 will allow a unified and cohesive approach
to BCM, and develop a resilient healthcare
system which can be benchmarked against
other similar sized organizations.”

Thrussell points out that in fact, NHS

trusts have generally been very good in this

area, as they understand the

high risk environment in
which they operate.
“If there is an office fire,
the first thing that a company
, would do, without thinking, is
# evacuate the building,” he
. points out. “You cannot do that
with a hospital as it could expose
some patients to acute risk. There are
things to be put in place before you can evacuate
the building, which have to have been exception-
ally thought through and exercised in advance.”
Most, if not all, NHS Trusts have to a

greater or lesser extent, and without particular

guidance, put business continuity plans in place.

But this has been done piecemeal without a
coherent structure across the trusts.

When BS 25999 was published, the NHS
saw it as a means of promoting best practice
across trusts. The advantage of the standard
is that it puts forward a uniform approach to
business continuity, meaning that the trusts
can interconnect far more successfully.

To date, five trusts have applied for
certification to demonstrate the best practice they
already have in place. More are sure to follow,
with discussions ongoing between the Depart-
ment of Health, BSI and the NHS as to how
BS 25999 can be implemented across the sector.

FINDING FUNDING

Aside from legal and social obligations, there
are other factors that differentiate the public
sector from private in terms of service delivery.
Most notable is funding. Hugh Kinsella was
manufacturing director for Dawson Interna-
tional before switching to the public sector,
where he is now senior risk management
adviser for Scottish Borders Council.

“The private sector business plan is quite
straightforward. It’s a question of making as
much money as you can and giving the
shareholders a reasonable return,” he says. “In
the public sector, you must use the limited funds
you’re given as best you can. That’s quite a tough
call. It can make attempts to prioritize business

continuity planning hard work.

“I call our project a grudge purchase
because I am asking people to put money and
resources towards developing and testing plans
against something that might never happen,”
explains Kinsella.

Scottish Borders Council has taken its
responsibilities extremely seriously. In the last 18
months it has identified threats, critical services
and the associated timelines, then developed
plans around incidents. The council is responsible
for a large geographical area, as much as 20 per
cent of the whole of Scotland, Kinsella estimates,
despite only having around 120,000 customers.

The region has encountered fire, floods,
even planes falling out of the sky, which had
all helped to create an extensive knowledge
base in terms of business continuity manage-
ment, albeit on an informal basis. Now the
council is intent on putting things on a more
structured footing. Scottish Borders Council
has plans in place for 300 locations, including
schools and libraries, and has completed stage
one of BS 25999 certification.

“We’re now much more systematic,” says
Kinsella and uses an incident at a school in
Coldstream by way of example. “A gas incident
meant that we had to evacuate the children and
staff. An automatic text system notified parents,
and we had plans to accommodate children
whose parents would not be able to come. The
problem was repaired on day one, and on day
two the school was back up and running. In all
likelihood, before we had our plans, the staff
and children would have been sent home, and
on day two we would have had a management
meeting, saying ‘What are we going to do?’”

Throughout the public sector, there are
examples of organizations benefiting from the
structured business continuity planning BS 25999
brings, and increasingly it is becoming a matter of
not “why?” but “how?”. For those looking to
convince any last doubters, it might be worth
considering a slightly more hard-edged approach.

“The main photograph on the section of our
intranet that houses the business continuity plans
is of a local primary school that burnt down,”
says Kinsella. “It shows this is why we are doing

it.” It is a fairly compelling argument. m

For more information on BCM standards and publications: www.bsigroup.com/oct08BCMstandards



SCOTTISH POWER: CONTINUITY IS KEY

When a fire broke out in a tyre factory

on the same business park as one of its
sites last year, Scottish Power immediately
put its displacement strategy into action.

The site was evacuated and staff
relocated to the company’s internal
recovery centre and head office. Staff at
the recovery centre were fully operational
within Thr and 40mins, while all relocated
personnel were fully operational within
2hrs and 30mins.

Following deregulation and the
growing commercialism of utility
companies, Scottish Power was quick
to see the strategic importance of a
robust business continuity structure.

“In 2001, the chief executive was the
sponsor of the programme, so it was a
senior level initiative from the start, and
remains so,” says Gordon Irving, director
of group security.

The company embraced PAS 56,
the precursor to BS 25999, and was
subsequently happy to become early
adopters of its successor.

“We have put our business continuity
plans into action on several occasions,
and believe that our investment in
business continuity has more than
Justified itself in terms of financial
and non-financial impact mitigation,”
he continues.

The company is aware that business
continuity is an ongoing process and has
recently undertaken the management
review of its existing systems to improve
performance further.

The business continuity strategies
within the company continue to be refined
as part of the management system
resulting in ever more focused business
continuity based on the risks faced.

For more information on BCM standards and publications: www.bsigroup.com/oct08BCMstandards



BS 25999 EXPLAINED

BS 25999 is the standard for business continuity management (BCM).
Business continuity is a management process that provides a framework
to ensure the resilience of a business to any eventuality. It helps to ensure
continuity of service to key customers and to protect a company’s brand
and reputation. Business continuity plans need to be clear, concise and
specific to the needs of the business and should be an integral part of the
way a business operates. Certification to BS 25999-2 covers the require-
ments for establishing, implementing, operating, monitoring, reviewing,
exercising, maintaining and improving a documented Business Continuity
Management System (BCMS).

> To download a free copy of BSI's BCM White Paper: =
www.bsigroup.com/oct08BCMwhitepaper -

> To view a pre-recorded webinar on BS 25999:
www.bsigroup.com/oct08BCMwebinar

> Visit BSI's new BCM portal:
www. TalkingBusinessContinuity.com
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